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Watchguard XTM Integration Guide

This document describes how to integrate a Watchguard XTM with SecurEnvoy two-
factor Authentication solution called ‘SecurAccess’.

Watchguard XTM provides Secure Remote Access and Firewalling to the internal
corporate network.

SecurAccess provides two-factor, strong authentication for remote Access solutions
(such as Watchguard), without the complication of deploying hardware tokens or
smartcards.

Two-Factor authentication is provided by the use of (your PIN and your Phone to
receive the one time passcode)

SecurAccess is designed as an easy to deploy and use technology. It integrates
directly into any LDAP server and negates the need for additional User Security
databases. SecurAccess consists of two core elements: a Radius Server and
Authentication server. The Authentication server is directly integrated with LDAP in
real time.

SecurEnvoy Security Server can be configured in such a way that it can use the
existing LDAP password. Utilising the LDAP password as the PIN, allows the User to
enter their UserID, Domain password and One Time Passcode received upon their
mobile phone. This authentication request is passed via the Radius protocol to the
SecurEnvoy Radius server where it carries out a Two-Factor authentication. It
provides a seemless login into the Windows Server environment by entering three
pieces of information. SecurEnvoy utilises a web GUI for configuration, whereas
Watchguard XTM uses a thick client (System Manger). All notes within this integration
guide refer to this type of approach.

The equipment used for the integration process is listed below:

Watchguard

Watchguard XTM v11.7.4

SecurEnvoy

Windows 2012 server

I1S installed with SSL certificate (required for management and remote administration)
Active Directory installed or connection to Active Directory via LDAP protocol.

SecurAccess software release v7.1.503
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1.0 Pre Requisites

It is assumed that the Watchguard XTM has been installed and is authenticating VPN users
with a username and password.

Securenvoy Security Server has been installed with the Radius service and has a suitable
account that has read and write privileges to the Active Directory, if firewalls are between the
SecurEnvoy Security server, Active Directory servers, and the Routing and Remote Access
server(s), additional open ports will be required.

NOTE: Add radius profiles for each Watchguard XTM that requires Two-Factor
Authentication.
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1.1

Configuration of Watchguard XTM

To
launch

enable
the

configuration
Watchguard

1

WatchGuard System Manager

File Edit Tools Window Help
System Manager. W © % Quick Setup Wizard L & &
Device Stat J§ | ‘ h
Firebox System Manager : are XTM v11.7.4]

HostWatch

Log Manager
Report Manager

”| Quarantine Server Client

Navigate to VPN Menu, select Mobile VPN and SSL.

Iq,

File Edit View Setup Network FireCluster | VPN Subscription Services Help

== - t* & | @ Branch Office Gateways
Firewall  Mobile VPN with PSec abl Branch Office Tunnels
o Create BOVPN Poicy
Phase2 Proposals.

Order Action Policy Name l Mobile VPN »
1 & FTP_out
2 =p @ HTTP out VPN Settings.
B sue WatchGua -VPN ternal Any-T

& HTTPS-OU 9.10 BRIT

e SMTP 587_
e FTP - Maxx

e ~
«ue WatchGua

UL S

- ® n o~

1.2

i

Within the Mobile VPN with SSL
configuration, on the General tab, select
“Activate” and configure the IP address
that user will connect to.

Click OK when complete.
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Configuration of Watchguard XTM SSL VPN

Mobile VPN with SSL Configuration S

When you activate Mobile \
created to allow Mobile VP!

vith SSL, the "SSLVPN-Users" group and the "WatchGuard SSLVPN" policy are
SSL connections from the Internet to the external interface

J\Activate Mobile VPN wih SSU

General | Authentication | Advanced

Firebox P Addresses
Type or select a Firebox IP address or domain name for SSL VPN users to connect to

Primary: |82.10

v Backup! v

Networking and IP Address Pool

Choose the method the Firebox uses to send traffic through the VPN tunnel Select Bridge VPN traffic

Routed VPN traffic v
Force all client traffic through tunnel
@) Allow access to networks connected through Trusted, Optional, and VLANs

Specify allowed resources

Virtual IP Address Pool
Enter a subnet that is not Your Firebox
Mobile VPN w

used by computers locally connected to the Firebox
SSL user(s

113. 0
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Select the Authentication tab. i, Mobile VPN with SSL Configuration S

When you activate Mobile VPN w
created to alow Mobile VPN v

the "SSLVPN-Users” group and the “WatchGuard SSLVPN" policy are
nnections from the Internet to the external interface

Then select RADIUS as the
authentication server.

] Activate Mobile VPN with SSL

General Authentication = Advanced

Authentication Server Settings

If requlred an LDAP group can be Select one ication servers. The first server in the list is the default

authentication server. To configure additional authentication servers, click Configure

assigned as the authentication group
to use RADIUS. V] RADUS (Defaut)

Firebox-DB

Configure

In this example a “WatchGuard_VPN"
group was Created on ACt|Ve D|rect0ry Force users to authenticate after a connection is lost
(LDAP).

Define users and groups to authenticate with Mobile VPN with SSL. The users and groups you define
are automatically included in the "SSLVPN-Users" group

Name Type Authentication Server

Click “Configure” to set RADIUS WatchGuard_VPN RADIUS
parameters.

Type: (® Group User
Name

Authentication Server: Any v

Any
RADUS

Then select RADIUS. Enable RADIUS and set IP Auenicanensenes -

address details, port and “Shared secret” for the —
Firebox ; RADIUS || SecuriD AP | Active Directory
SecurEnvoy server. S e e

Make sure the server can successfully accept and process RADIUS authentication
It is recommended that a timeout of at least 5 PR ————
seconds is used. ] Enabie RADUS server
IP Address: 172.16.40.21 v
Port: 18125

Clle OK tO Complete. Secret sesssssssssssesssrene

Confirm Secrel. eeessssssssssssssssse

Timeout S5 seconds
Retries

Group Attribute: 13

Dead Time 10-5 | minutes v

Once complete, additional rules are automatically added to the Firewall configuration to allow
SSL VPN users access.

*e WatchGuard SSLVPN SSL-VPN Any-External Any-Trusted Any-Optional

e

Save configuration, when complete.
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2.0 Configuration of SecurEnvoy - PIN configuration

To help facilitate an easy to use environment, SecurEnvoy can utilise the existing LDAP
password as the PIN. This allows the users to only remember their Domain password.
SecurEnvoy supplies the second factor of authentication, which is the dynamic one time
passcode (OTP) which is sent to the user’s mobile phone via SMS.

Launch the SecurEnvoy admin interface, by executing the Local Security Server
Administration link on the SecurEnvoy Security Server.

Click “Config”

Select Windows — Microsoft Password is the PIN under PIN Management
This will now use the users existing password as the PIN.

Click “Update” to confirm the changes

2.1 Configuration of SecurEnvoy - RADIUS configuration
Click the “Radius” Button

Enter IP address and Shared secret for each Watchguard XTM that wishes to use
SecurEnvoy Two-Factor authentication.

Make sure that “"Access-Challenge All” is selected.

As a Watchguard_VPN group was configured upon the Watchguard XTM device, select LDAP
group members are passed back.

Leave the (Return distinguished names) unticked.

Config (Radius | SecurMail Log Viewer Users Reporting Alerting Help

Radius

Network Access Server (NAS)
W 10.0.10.11

H10.0.1021 Shared Secre
M 10.0.10.210

[ 10.10.118.103
M 10.10.118.21 Prompt all passcode types in the same way as Real Time Codes @

W 127.0.01 Default Domain |w2008.com B Allow these domains Ew2008.com
[ 192.168.1.68 WMSP

Select All Unselect All

NAS IP Address

Authenticate passcode only (password/pin authenticated by NAS) ll

Only allow users that are in the LDAP group Change Group

Override customer name in SMS message with I:l Max 20

Pass Back Data To Radius Client in Attribute
® No information is passed back
e { ssword is passed back
© LDAP group members are passed back (Return distinguished names [ll)
@ User's Distinguished Name

Click "Update” to confirm settings.

Click “Logout” when finished. This will log out of the Administrative session.
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3.0 Test logon

Navigate to the URL that is supplied by your Watchguard XTM administrator.
Enter your Domain UserID and Domain password

Click “Login”

’ Username: administrator
@atchGuard password: ssusbed ]

You will then be prompted to enter your 6 digit passcode.

& ,
@ a tC }‘) G ua rd Enter Your 6 Digit Passcode
[ I

=

Enter your 6 digit passcode, from SMS, email or soft token etc.
Click “Apply” to complete the logon process.

Once the authentication request is complete, the user is provided with access.

et
W‘l.( M; o m

Items available to download

Mobile VPN with SSL client software for Windows
» Use this client to make a secure VPN connection to the
- company network from a Windows computer.
‘ Download
Mobile VPN with SSL client software for Mac
7 Use this client to make a secure VPN cdvpection to the
company network from a Mac computer.
‘ Download
2 Mobile VPN with SSL client profile
‘_\;‘}J, Import this profile to enable a secure VPN connection from any
SSL VPN client that supports .ovpn configuration files.
l Download

Logout
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