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How to securely transport, store and process 
critical plaintext data inside the system?



66 Adversary

• Strong but not almighty
• Limited to first-order passive attacks

• Probe one chip wire
• Perform a first-order DPA
• …
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1010 Core Idea: “Secret Sharing”
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1616 Arithmetic Logic Unit
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1717 Assumption and Requirements

• ALU data inputs need to be uniformly shared
• Data independent control signals are not shared
• ALU output is again a valid and uniform sharing
• Goal: Minimize implementation overhead
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1818 Shared Arithmetic Logic Unit

25.06.2015
Hannes Gross - Institute for Applied Information Processing and Communications



1919 Functions that need to be shared

• Functions linear over ௡

• Shift/Rotate, Negation, XOR
•  simple, operate on shares separately

• Non-linear functions
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2121 Functions that need to be shared

• Functions linear over ௡

• Shift/Rotate, Negotiation, XOR
•  simple, operate on shares separately

• Non-linear functions
• Boolean operations: AND, OR
• Arithmetic operations: Addition
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2222 Example: Direct Sharing of OR

25.06.2015
Hannes Gross - Institute for Applied Information Processing and Communications



2323 Example: Direct Sharing of OR

x x x y y y
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2424 Example: Direct Sharing of OR

x x x y y y

x y x y y x y x

x y x y y x y x

x y x y y x y x
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2525 Example: Direct Sharing of OR

x x x y y y

1 x y x y y x y x

2 x y x y y x y x

3 x y x y y x y x
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2626 Exhaustive Search Approach
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#1	 0000001101010110	 1001101011000000	 0111010000101110
#2	 0000001101010110 1101111010000100 0011000001101010
#3	 0000001101011001	 1101111010001011	 0011000001101010
#4	 0000001110101001 1101111001111011 0011000001101010
#5	 0000110010101001	 1101000101111011	 0011000001101010
#6	 0001110110111000 1101000101111011	 0011000001100101
#7	 0011111110011010	 1101000101111011	 0011000010010101
#8	 0111101111011110	 1101000101111011	 0011111110010101
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3131 Exhaustive Search Approach
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3333 How to use the random bits more efficiently
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3434 Reshare Unit
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3535 Sharing of the Adder

25.06.2015
Hannes Gross - Institute for Applied Information Processing and Communications



3636 Sharing of the Adder – Sum Bit
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3737 Sharing of the Adder – Sum Bit
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3838 Sharing of the Adder – Carry Bit
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3939 Sharing of the Adder – Carry Bit

ܿ௢௨௧ ൌ ݕݔ 	|	ሺݔ ൅ ݕ ൅ ܿሻ
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4040 Sharing of the Adder – Carry Bit
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4141 Sharing of the Adder – Carry Bit
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4242 From 1-Bit Adder to n-bit Adder
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4343 From 1-Bit Adder to n-bit Adder
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4444 From 1-Bit Adder to n-bit Adder
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4545 Functions Array
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4646 Sharing of Control Signals

• Used by the control FSM for conditional branches
• Branches are visible in the power traces (SPA)
• Sharing does not help here
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4747 The Arithmetic Logic Unit
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4848 µC Case Study

25.06.2015
Hannes Gross - Institute for Applied Information Processing and Communications

I/O Bus

Register File
64 x 8 bit

Program
Memory
4096 x 16

Control
FSM

Program
Counter

address

ALU

instruction

reg1

reg2 const

ACC

STATUS

PAGE

GPRs

I/O Regs.

const

alu_out

funct_sel



4949 µC Case Study
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5050 Results – Area Comparison on Gate Level
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5151 Results – Delay Comparison on Gate Level
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unshared shared

Results – ALU Level Comparison
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Results – Microcontroller Level Comparison
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5454 Conclusions

• Protect ALU against first-order passive attacks
• Strong attacker
• First step towards secure µC
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5555 Conclusions

• Protect ALU against first-order passive attacks
• Strong attacker
• First step towards secure µC

• ALU requires only one random bit per cycle

• Area overhead ~ 2.8 for µC (AES Bilgin et al. ~ 4.6)
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5656 Conclusions

• Protect ALU against first-order passive attacks
• Strong attacker
• First step towards secure µC

• ALU requires only one random bit per cycle

• Area overhead ~ 2.8 for µC (AES Bilgin et al. ~ 4.6)

• Some things cannot be protected: branches, table 
lookups, etc.  software designer need to be aware
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5858 Joint Distribution of Sum and Carry Bits
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