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We are constantly monitoring the COVID-19 status and we are hopeful that by December travel restrictions will be lifted. If
that is not the case or only partial restrictions are lifted or due to health concerns, we will accommodate remote presenters
in case any accepted authors are unable to travel to the venue.

Call for Submissions

ACSAC is an internationally recognized forum where practitioners, researchers, and developers in information system
security meet to learn and to exchange practical ideas and experiences. If you are developing practical solutions to
problems related to the protection of users, commercial enterprises, or countries' information infrastructures, consider
submitting your work to the Annual Computer Security Applications Conference. For more information, see
https://www.acsac.org/. ACSAC authors will be invited to submit an extended version of their work to a special issue of the
ACM Digital Threats: Research and Practice (DTRAP) journal.

Important Dates:

e Paper submission deadline: dure23-June 28, 23:59:59 (AoE — UTC-12)
e Notification to authors: August 19 (Early reject notification: July 25)

Topics and Hard Topic Theme

We solicit papers offering novel contributions in any aspect of applied security, including the application of security
technology, the implementation of systems, and the discussion of lessons learned. Like last year, ACSAC 2020 especially
encourages submissions in the area of our hard topic theme of Deployable and Impactful Security. Submissions in this
hard topic theme include research results and technologies that are more practical and applied, and can be potentially
deployed, where they can have a direct impact on improving the quality of cybersecurity in real-world systems. Deployable
and impactful security generally involves the development of defensive solutions, rather than simply exposing
weaknesses and vulnerabilities. While ACSAC has always solicited work on applied security, by having it as a hard topic
theme we hope to put greater emphasis on deployability and impactfulness. Deployable and impactful security needs to
address key real-world challenges, which may include accuracy, runtime overhead, ground-truth labeling, human aspects,
usability, and energy consumption. Deployable and impactful security does not necessarily mean building a complete
system, which may not be realistic, particularly in an academic environment. However, the work needs to identify key
deployment challenges, explain the deficiencies in state-of-the-art solutions, and experimentally demonstrate the
effectiveness of the proposed approaches and (potential) impact to the real world. The work may involve prototyping,
defining metrics, benchmark evaluation, and experimental comparison with state-of-the-art approaches in testbeds or
real-world pilots, possibly with operational data. Having the deployability and impactfulness goal motivates one to focus on
solving the most critical real-world challenges, which may otherwise be ignored by the fast-moving research community.

Ethical Considerations

If human subjects are involved in the submission, authors need to discuss in the paper how the ethical concerns are
addressed. If an impactful vulnerability is reported in the paper, the author should discuss their plan for responsible
disclosure. The chairs will contact the authors in case of major concerns and may reject a submission if ethical concerns
are not sufficiently addressed.

Submission Rules

Submitted papers must not substantially overlap with papers that have been published or are simultaneously under
submission to a journal or a conference with proceedings. Please ensure that your submission is a PDF file of a maximum
of 10 pages, excluding well-marked references and appendices limited to 5 pages. Committee members are not required
to read the appendices. Submissions must be generated using the ACM acmart template available at
https://www.acm.org/publications/proceedings-template, using the [sigconf, anonymous] options. All submissions must be
anonymous (i.e., papers should not contain author names or affiliations, or obvious citations). Submissions violating any of
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the above constraints risk rejection without consideration of their merits. Submissions are to be made using the HotCRP
system. Papers will be reviewed in two consecutive rounds, and early-reject notifications will be sent to authors after the
first round, if a paper has received only strongly negative reviews. Appeals based on factual disagreements may be
submitted to the Program Chairs, who may appoint an independent reviewer to decide the appeal. In any case, papers
cannot be re-submitted elsewhere until the authors are notified of acceptance or rejection, early or final, and until any

appeal has been resolved.

Artifact Submission

To help improve reproducibility in computer security research, ACSAC encourages authors of accepted papers to submit
software and data artifacts and make them publicly available to the entire community. For those who decide to submit
artifacts, please indicate your willingness of artifact submission (by ticking the appropriate checkbox) during the paper
submission. Authors are encouraged to submit artifacts (with proper anonymization) early, immediately after their
papers advance to the second round. Good artifacts will contribute positively to the paper evaluation. However, authors
can still choose to submit artifacts after their papers get accepted. The PC will provide more details about artifact

submission in due time.

The authors of the submitted artifacts need to commit to keep them available online on a publicly accessible website.
We plan to reward authors who participate in this program with a special mention during the conference and on the
ACSAC webpage, an ACM Artifact Evaluated badge on their papers, and (if enough authors participate in the program) by
reserving a Distinguished Paper Award for this group. Authors with ACM Artifact Evaluated badges are especially

encouraged to submit to the ACM DTRAP special issue.
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