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Motivation

TLS-validated domains aren’t always who they
appear to be:

Who is being targeted?

Paypal and Apple are the most popular targets, but we
see a long tail by the target’s Alexa ranking.
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Where does the target appear?
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Question Why and how often are attackers given
impersonating certificates?

Methodology
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Impersonating domains are
far more likely to be malicious
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Who is Issuing Certificates?

140000 - S S A S o o o !
Let's Encrypt | : : : : |
120000 COMODO mmmsssm . e
cPanel
Other
100000 - GlobalSign s L SRR U It T S St}
o _DigiCert ._ : : : : : :
2 80000 f-oeeebe e R RRERTE e R ESIEIE EETR R RR R e
@ , . :
2 o0 | Free, automated CAs are responsible = ¥
o . . . r :
° o | fOr 94% of impersonating certificates g8
20000 [ M
0 [ | [ — | [ — | [ — J_ — . —_|_E
Jan 2010 Jan 2011 Jan 2012 Jan 2013 Jan 2014 Jan 2015 Jan 2016 Jan 2017 Jan 2018 Jan 201¢
Date (binned by day)

What is the barrier for entry?

—

. Let’s KB
Certificates @ Encrypt
cCOMODO
F re e — RegIStra 'S .ml, .gq, .tk, .cf, .ga
Hosting QWS 28

= appleid.com-my-account.login-dcc s

Safari on iOS Chrome on Android
Left justifies ‘ Right justifies
entire domain from TLD

0.035 — <— Widths of Google Pixel 2, Pixel 2XL, Pixel XL

o 003 - ()=

'©

E 0.025 — Reasons for outliers:

: (a) (*)-apple-com.<tld>

g_ 0.02 — (b) www.s(#).go-relogin-facebook.com.hattori-hanzo.ninja
' (c) maps.google.com.(hex value).sadeemco.com

o 0.015

)

.E 0.01 —

E (©) Max

& 0005 -{ @ l

0 | | | | S |
0 20000 40000 60000 80000 100000 120000
Length from target’s head to domain’s tail (px) (bin size 250)
~ Are attacks evolving?
Attacks are increasing in complexity by composing
multiple forms of domain impersonation, such as
Unicode homographs:
www.facebook.com.msg130.top
~ Uncovering Large Campaigns

services.runescape.com-dos.ga
oldschool.runescape.com-ds.ml
secure.runescape.com-rb.ml
services.runescape.com-zs.top
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Google Safe Browsing
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Safe Browsing 18.89% 35.14%
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